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Web privacy goals.

Preventing websites from learning:

● User identity.

● User behavior.

● Browsing behavior.

● Browser information.

● Location.

● IP address.
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As seen previously: Cookies.

Cookies act as session identifiers or key-value 

stores between the web client and web server.

● Once the client logs in, the server may issue 

them a secret session cookie that they both 

then keep track of.

● Secure cookies are sent only over HTTPS.

● httpOnly cookies can be sent over HTTP or 

HTTPS (misleading name) but cannot be 

accessed by JavaScript via 

document.cookies.
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Set-Cookie:
NAME=VALUE

domain=
expires=
secure=

POST



Cookies can be used for tracking, too.

● Store unique tracking identifier.

● Use it to monitor user across the Internet, 

update your model of their behavior, etc.

Example:

● Facebook’s “Like” button allows it to monitor 

people across the entire Internet even when 

they’re not logged into Facebook, by setting 

cookies and injecting JS code.
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Panopticlick: test out browser fingerprinting.

A “browser fingerprint” can be created by 

aggregating information about your browser.

● Screen size.

● Time zone.

● Available system fonts.

● Cookies.

● Language.

● Etc.

Let’s try it out! https://panopticlick.eff.org/

6CSCI-UA.9480: Introduction to Computer Security – Nadim Kobeissi

https://panopticlick.eff.org/


Web Privacy 
Tools
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Privacy Badger: blocks invisible trackers.

A “browser fingerprint” can be created by 

aggregating information about your browser.

● Screen size.

● Time zone.

● Available system fonts.

● Cookies.

● Language.

● Etc.

https://www.eff.org/privacybadger/
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HTTPS Everywhere.

Uses a list of rules to translate HTTP 

addresses to HTTPS.

https://www.eff.org/https-everywhere
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https://www.eff.org/https-everywhere


Ad blockers: Ublock origin.

● Use lists to block ads, trackers, even 

malware.

● Also makes browsing nicer.

● Debatable ethical implications (“acceptable 

ads” a potential solution?)

Note: Ublock origin is different from “Ublock”.
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Recent legal tools: Europe’s GDPR.

Enforces many requirements on services:

● Anonymization and/or encryption of personal data.

● Ability to ensure the ongoing confidentiality, 

integrity, availability and resilience of systems and 

services processing personal data.

● Ability to restore the availability and access to data 

in a timely manner in the event of a physical or 

technical incident.

● Process for regularly testing, assessing and 

evaluating the effectiveness of technical and 

organizational measures for ensuring the security 

of the processing.
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Recent legal tools: Europe’s GDPR.

Companies must be clear about how all personal 

data is treated, stored, communicated.

Especially important in today’s world, where tracking is 

used to shake up elections, etc.

But is it enough? Is it even relevant?
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Motivating example: Cambridge Analytica.

More about this at December 3rd event!

● Harvested Facebook profile data through the 

permission dialogues people consented to for 

access to personality quizzes and the like (“Which 

Harry Potter Character Are You?”) etc.
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Next time:
Spam and Abuse
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