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But Nadim, why are we covering this?
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Fixed confidentially across whole ecosystem.
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https://sweetness.hmmz.org/2018-01-01-the-mysterious-case-of-the-linux-page-table.html

https://sweetness.hmmz.org/2018-01-01-the-mysterious-case-of-the-linux-page-table.html


Meltdown: a 
high-level 
overview

Based on work by Moritz Lipp, Michael 
Schwarz, Daniel Gruss, Thomas Prescher, 

Werner Haas, Anders Fogh, Jann Horn, 
Stefan Mangard, Paul Kocher, Daniel 

Genkin, Yuval Yarom and Mike Hamburg.
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“Meltdown breaks all security guarantees 
provided by address space isolation and, thus, 
every security mechanism building upon this 
foundation. On affected systems, Meltdown 
enables an adversary to read memory of other 
processes or virtual machines in the cloud without 
any permissions or privileges.”
– Meltdown paper authors.
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What is process memory isolation?

● Crucial component in systems security.

● Handled by the kernel.

● Ensures that processes can’t access each 

other’s reserved memory addresses and 

allocation regions.

● ASLR (address space layout randomization) 

is not a process memory isolation 

technique, but further improves on the 

security and integrity of data in memory.
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Meltdown: quick facts.

● Meltdown is a hardware vulnerability. Works 

regardless of software stack.

● Exploits side channels to allow an attacker 

who can run code on the processor to dump 

entire computer memory. 

● Caused by out-of-order optimizations on 

modern CPUs.

● Out-of-order execution: Run faster 

instructions before slower instructions if 

there is no side effect on the result.
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CPUs are like the universe…

8CSCI-UA.9480: Introduction to Computer Security – Nadim Kobeissi

Organized and predictable on the macro scale…
(Developer sees programs executing sequentially)

Unpredictable and deranged on the quantum scale.
(Sequential execution is relaxed and reordered for 
performance)



In-order versus out-of-order execution.
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But what about side effects?



Out-of-order execution architecture.
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• Fetch instructions from
memory.

• Assign micro-operation.

• Determine operation
order.

• Schedule execution
depending on micro-
operation.



Meltdown: simple example.

● Try to read from protected kernel memory 

(would result in a page fault).

● Multiply the byte retrieved by 4096 and 

then read from that address.

● First instruction should stop the process, 

right? But what about out-of-order 

execution?

● Address read by third instruction reveals 

byte from first instruction!
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Meltdown: yup, it’s practical!
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KAISER: mitigation for Meltdown.

● Also called Kernel page-table isolation 

(KPTI).

● Increases separation between mapping 

virtual addresses to physical addresses 

(maintained in ”page tables”) in kernel 

space and user space.
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Spectre: a high-
level overview

Based on work by Paul Kocher, Jann 
Horn, Anders Fogh, Daniel Genkin, Daniel 

Gruss, Werner Haas, Mike Hamburg, 
Moritz Lipp, Stefan Mangard, Thomas 
Prescher, Michael Schwarz and Yuval 

Yarom.
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“Spectre attacks involve inducing a victim to 
speculatively perform operations that would not 
occur during correct program execution and 
which leak the victim’s confidential information 
via a side channel to the adversary.”
– Spectre paper authors.
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Spectre and speculative execution.

● Out-of-order execution: Run faster 

instructions before slower instructions if 

there is no side effect on the result.

● Speculative execution: If calculating which 

branch to follow is more expensive than the 

resulting branches, start calculating most 

likely branch before deciding which one to 

follow.

16CSCI-UA.9480: Introduction to Computer Security – Nadim Kobeissi

if (slowFetchFromMemory()) {
doSomethingFast();

} else {
anotherFastThing();

}

Toy example: green code is estimated to be more 
likely based on previous runs, is speculatively 

executed before red code.



Spectre and speculative execution.

● Out-of-order execution: Run faster 

instructions before slower instructions if 

there is no side effect on the result.

● Speculative execution: If calculating which 

branch to follow is more expensive than the 

resulting branches, start calculating most 

likely branch before deciding which one to 

follow.
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if (slowFetchFromMemory()) {
doSomethingFast();

} else {
anotherFastThing();

}

If incorrect path was executed, then CPU has to
roll back execution to maintain functional 

correctness.

!



Spectre and speculative execution.

● Out-of-order execution: Run faster 

instructions before slower instructions if 

there is no side effect on the result.

● Speculative execution: If calculating which 

branch to follow is more expensive than the 

resulting branches, start calculating most 

likely branch before deciding which one to 

follow.
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if (slowFetchFromMemory()) {
doSomethingFast();

} else {
anotherFastThing();

}

But what about cache modifications?
The called value is still “warm” in cache!

!



Speculative execution: making CPUs faster.

● Out-of-order execution: Run faster 

instructions before slower instructions if 

there is no side effect on the result.

● Speculative execution: If calculating which 

branch to follow is more expensive than the 

resulting branches, start calculating most 

likely branch before deciding which one to 

follow.
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Spectre and speculative execution.

● Out-of-order execution: Run faster 

instructions before slower instructions if 

there is no side effect on the result.

● Speculative execution: If calculating which 

branch to follow is more expensive than the 

resulting branches, start calculating most 

likely branch before deciding which one to 

follow.
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Out-of-order execution architecture.
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Credit: Jann Horn, Real World Crypto 2018



Spectre: harder to mitigate than Meltdown.

● Prevent speculative execution altogether? 

Would be a serious performance hit for Intel 

and other CPU manufacturers.

● Employ better process isolation within

specific applications and use cases? 

Example: Chrome executes each browser 

tab as a separate CPU process.
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Graphic courtesy of Paul Kocher



Next time:
Browser 

Security Model
The first section of Part 4 of this course: 

Web Security.
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