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Merkle Trees 
and Hash Chains

2CSCI-UA.9480: Introduction to Computer Security – Nadim Kobeissi

1.7a



Reminder: what’s a hash function?

Simple!

● A hash function H(x) takes some input x 

which can be of any length…

● And produces some value y which is of a 

fixed length (usually 128, 256 , 384 or 512 

bits.)

H(x) → y
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Reminder: what’s a secure hash function?

A hash function, but…

● Anyone with x can calculate y very easily…

● Going from y back to x is impossible.

● y reveals no information about x

(pseudorandom, uniformly chosen.)

● Finding an x’ that also maps to y is 

extremely improbable.
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BLAKE2s(“tomato”) = 
5cc655abb6feebac1ba4c24d4b06461a

BLAKE2s(“tomate”) = 
75e6179a12dd9303ecdc877aeb6d50ab
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Merkle Trees (1979.)
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Tamper detection via root hash



Proof of membership via Merkle trees.
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What’s a block chain?

A tamper-evident log.

● A log data structure where we can append 

data to the end of the log…

● …but if someone alters data earlier in the 

log, we can detect it.
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What’s a block chain?
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What’s a block chain?
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Introducing GoofyCoin.
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Sign(Goofy, CreateNonce(nonce))

CreateCoin(nonce)

Sign(Goofy, Pay(Alice, nonce))

Pay(Alice, nonce)

Sign(Alice, Pay(Bob, nonce))

Pay(Bob, nonce)

● Only Goofy can create coins by defining and 

signing unique nonces.

● Transaction ledger then managed through a 

ledger.



Introducing GoofyCoin.
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● Only Goofy can create coins by defining and 

signing unique nonces.

● Transaction ledger then managed through a 

ledger.

Sign(Alice, Pay(Chuck, nonce))

Pay(Chuck, nonce)Double spending attack

Sign(Goofy, CreateNonce(nonce))

CreateCoin(nonce)

Sign(Goofy, Pay(Alice, nonce))

Pay(Alice, nonce)

Sign(Alice, Pay(Bob, nonce))

Pay(Bob, nonce)



Fixing GoofyCoin.
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● Only Goofy can create coins by defining and 

signing unique nonces.

● Transaction ledger then managed through a 

ledger block chain.

● We can verify ledger integrity by traversing 

the chain.

Root nonce

a =
CreateCoin(nonce)
Sign(Goofy, nonce)

H(a)

b =
Pay(Alice, nonce)

Sign(Goofy, Pay(Alice, nonce))

H(b)

c =
Pay(Bob, nonce)

Sign(Alice, Pay(Bob, nonce))



Bitcoin
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Bitcoin: origins.

● Bitcoin paper published by Satoshi 

Nakamoto in October 2008, software in 

January 2009.

● Huge and unsuccessful media hunt to 

identify its creator.
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Looking at traditional banking…

● Banks are a centralized consensus model.

● International banking is, at best, 

decentralized consensus with some central 

nodes.
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Bitcoin: decentralized consensus.

● Bitcoin’s block chain ledger achieves 

decentralized consensus, allowing the 

currency’s history and value to be 

determined even if some parties are 

dishonest.

● Identities can simply be a public key.
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Bitcoin: incentives.

● Block rewards: “mining” a new block on the 

block chain grants you a number of Bitcoins 

as a reward (which decreases over time.)

● Transaction fees: a party sending a 

transaction can stipulate a reward for those 

who mine the block containing that 

transaction.

New blocks must achieve consensus for the 

reward to be claimed.
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Bitcoin: proof of work.

Blocks are valuable because mining them is 

hard.

● Find a value such that the hash of your 

value, the previous hash, and the list of 

transactions in this block is below some 

target value.

● Since hash outputs are pseudorandom and 

unpredictable, getting that many zeroes is 

measurably hard.
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Bitcoin: energy consumption, mining power.

● Currently, Bitcoin consumes as much 

energy as all of Ireland.

● Mining power is centralized in gigantic 

“Bitcoin farms”, who use hundreds of GPUs 

to hash very quickly.

● Buying a GPU has become very expensive! 
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Bitcoin: an entire industry and economy.

● Many services, some highly usable 

(Coinbase) for managing your portfolio.

● Dedicated hardware, Bitcoin trading houses, 

exchanges, conferences…

● Increasing regulation.
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Bitcoin: alternative mining puzzles.

● GPU resistant, ASIC resistant, “memory-

hard” (scrypt or Equihash.)

22CSCI-UA.9480: Introduction to Computer Security – Nadim Kobeissi



Bitcoin: VDFs,  new alternative puzzle.

● Verifiable Delay Functions: evaluation 

requires sequential (non-parallelizable 

steps), but result can be efficiently verified.

○ Breakthrough research on efficient VDFs to be 

published at EUROCRYPT 2019.

● Difference with scrypt:

○ scrypt is difficult to compute, difficult to verify.

○ VDF is difficult to compute, easy to verify.
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Bitcoin: usability and anonymity.

● Bitcoin is not anonymous: coins have a 

history, transactions can be linked…

● Still difficult to use for day-to-day 

transactions.

● More used as an investment asset like gold 

or steel.
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Bitcoin to USD conversion rate.
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Ethereum to USD conversion rate.
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Euro to USD conversion rate.
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On the other hand…
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One central problem: daily usability.
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● Hardware wallets are difficult to use for 

daily tasks.

● Software wallets are generally low in 

quality, depend on server-side wallets, and 

not interoperable.

● Potential commoditization of hardware 

wallets: include in smartphones.

○ Example: Samsung Galaxy S10 includes 

secure Ethereum wallet.



Ethereum and 
Smart Contracts
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Ethereum: origins.

● We know who the authors are!

○ Vitalik Buterin, Gav Wood, Jeff Wilcke, Vlad 

Zamfir and Justin Drake.

● Active community members, Ethereum 

Foundation, make decisions, etc.
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Ethereum vs. Bitcoin.

● Ethereum is fairly similar to Bitcoin: hash-

based proof of work, block chain, etc.

● May switch to proof of stake: interest on 

how much assets you hold.

● Trying to solve problems like sharding.
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Ethereum: sharding.

● Bitcoin can handle 3-7 transactions per 

second, Ethereum 12-30 transactions per 

second. Worldwide.

● Slow compared to Visa, etc.
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Ethereum: the idea of smart contracts.

But the real difference in Ethereum is smart 

contracts.

● Imagine a state machine running with the 

block chain as its operating system.

● State transitions for programs governed by 

decentralized consensus.

● Helpful example: verifiably fair casino.
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Ethereum: Solidity.

● Syntax and feel similar to JavaScript (to 

promote adoption.)

● Still under development.

● Allows for handling events, receiving ETH…

● Execution cost limited by “gas.”

● Other languages: Vyper, etc.
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Ethereum: the DAO.

● Investor-directed venture capital fund 

running via smart contract.

● In June 2016, a programming error in the 

Solidity smart contract code allowed 

diverting $55 Million USD.

● Entire Ethereum blockchain was forked to 

revert this.
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The Future of 
Blockchain Tech
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None of the concepts behind Bitcoin or 
Ethereum are new: Merkle trees (Merkle, 
1976), decentralized consensus (Lamport, 
1982), proof of work (Dwork & Naor, 1993), 
smart contracts (Szabo, 1997), Bitgold (Szabo, 
1998)…
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Did you know?



Forecast: uncertain.

● Blockchain and ICO hype is dying down 

(thankfully.)

● Scalability, efficiency, miner fairness remain 

serious problems.

● Usability in daily transactions is far from 

being a given.

● Smart contracts might radically diversity 

use cases.
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Next time:
E-Voting and 
Other Modern 

Uses of 
Cryptography
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