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Usable Security: 
Then and Now
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“Humans are incapable of securely storing 
high-quality
cryptographic keys, and they have 
unacceptable speed and accuracy
when performing cryptographic 
operations.”
– Kaufmann, Perlman and Speciner.
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The last word on your identity: you.

But this isn’t the case in computer security.

● Two-factor authentication? Attacker can 

manipulate a trusted party while you’re 

away.

● Trusted internal network? Attacker breaks 

into mail room employee’s email and sends 

a bugged PDF to the CEO.
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We know humans are fallible.

So we need security to be easy.

● If humans had only 1KB of resilient storage, 

we’d be fine!

● If secure systems aren’t easy, they either 

fail open, or they lead to forced 

compromises on behalf of the user.
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Email encryption: PGP.

● “Pretty Good Privacy” (1990s.)

● Created for email encryption:

○ Asynchronous (no online handshake 

necessary.)

○ Non-repudiable (binding signatures.)
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PGP’s author, Phil Zimmermann, was criminally 
investigated in 1991 because PGP allegedly 
violated the Arms Export Control Act and was 
supposed to be classified as a munition.
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Did you know?



Remember: Diffie-Hellman.
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ga mod p

gb mod p

Public values:  g, p
Private keys:   a, b
Public  keys:   ga, gb

Shared secret:  gab mod p

a
ga

b
gb



PGP works in a similar way (but with RSA.)
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RSA can be used for both public key encryption and 
for public key signatures.

Ask
Apk

Bsk
BpkApk

Bpk

c = RSAENC(Bpk, m)     s = RSASIG(Ask, c)

(true|false) = RSAVER(Apk, c)     m = RSADEC(Bsk, c)



What’s a possible attack for this scheme?
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RSA can be used for both public key encryption and 
for public key signatures.

Ask
Apk

Bsk
BpkApk

Bpk

c = RSAENC(Bpk, m)     s = RSASIG(Ask, c)

(true|false) = RSAVER(Apk, c)     m = RSADEC(Bsk, c)



PGP Step 1: Generate a key pair.
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PGP Step 2: export your public key.

● PGP public keys contain metadata, 

encryption public keys, signing public keys, 

etc.

● Public keys are uploaded to “key servers.”

● Other party must then fetch this key (some 

mail clients do this automatically.)
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-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v1
=ndd4
-----END PGP PUBLIC KEY BLOCK-----



PGP Step 3: verify public key authenticity.

● To prevent man-in-the-middle attacks, Alice 

and Bob must verify a “key fingerprint,” 

which is essentially a hash of the public key.

● This is done out of band, sometimes even at 

“key parties” (the saddest kind of party.)

● New efforts: Autocrypt.

○ Automates key exchange (as we will see in 
secure messaging apps like WhatsApp.)

○ Does not yet support out-of-band auth.
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PGP Step 4: set up a PGP-enabled mail client.

● Mozilla Thunderbird (desktop application.)

● Mailvelope (Gmail browser plugin.)

● K-9 Mail (Android phones.)

● Step 5: install PGP plugin.

● Step 6: import public keys.

● Step 7: send email.
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Test your knowledge!
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Does PGP provide message integrity?

☐ A: Yes.

☐ B: No.



Test your knowledge!
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Does PGP provide message integrity?

🗹 A: Yes.

☐ B: No.



Test your knowledge!
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Does PGP provide forward secrecy?

☐ A: Yes.

☐ B: No.



Test your knowledge!
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Does PGP provide forward secrecy?

☐ A: Yes.

🗹 B: No.



Test your knowledge!
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Does PGP provide ease of use?

☐ A: No.

☐ B: No.



Test your knowledge!
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Does PGP provide ease of use?

🗹 A: No.

🗹 B: No.



From PGP to 
Usable Systems
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Reasons not to use PGP.

● Very high likelihood of user error.

● Sending or forwarding a single plaintext 

email: leak entire thread.

● Downgrade attacks.

● Lack of obfuscation or traffic masking.

● No forward secrecy.

● Conflating authentication with non-

repudiation.

● Complexity.

● Targeted attacks.
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Usability patterns exist.

● Passphrases instead of random bytes.

● Two-factor, hardware-based authentication.

● Security by default.

● “Failing closed” instead of “failing open.”

● Upgrading user security with minimal 

changes to user behavior.
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Examples of usable security systems.

● Touch ID, Face ID.

● Apple Pay, Android Pay, Samsung Pay.

● YubiKey and two-factor authentication.

● HTTPS and TLS.

● Let’s Encrypt.

● Secure messaging.

● ATMs and more.
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What do these systems have in common?

● Fail closed, not open.

● Minimal memorization of user secrets.

● High availability.

● Resilience to user error.
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My usable security contribution in 2011.

● Cryptocat: my pet project (pun intended), 

First end-to-end encrypted secure 

messenger to work in any web browser!

● Sadly, many security flaws and 

programming errors…

● Re-release in 2016 as the first formally 

verified secure messenger! Now secure.

● Small user base due to no mobile apps.
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Signal and usable security in messaging.

● Signal brought asynchronous, modern 
secure messaging to mobile devices.

○ Was based on OTR (synchronous, slower, 
less secure.)

○ Future secrecy, Trust on First Use…

○ Separates authentication from non-
repudiation.

● Licensed by WhatsApp, Google, etc.

● Today faces strong competition from Wire, 

iMessage.
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Example of a usable security design.

● Trust on first use: instead of mandating out-

of-band public key verification, trust the 

first received key but throw alarm bells in 

case changes detected.

● Mimicking traditional usage patterns: Signal 

allowed messaging offline users like SMS, 

thereby not requiring changes in user 

behavior.
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Security engineers are always adapting.

● Since July 2018, Google Chrome has been 

marking all non-HTTPS websites as “Not 

secure.” This only makes sense due to 

recent huge increase in HTTPS adoption.

● Security engineers are always 

experimenting with new trends and 

methodologies.

● Research in usable security tends to be 

“softer” and more subjective than other 

computer security but is still important. 
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Off-the-Record 
Messaging 

(2004)
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An increasingly central use case.

● Before smartphones (early 2000s), instant 

messaging was a laptop/desktop affair: 

Google Chat, MSN Messenger, Yahoo 

Messenger, AIM…

● After the iPhone (2007), we had powerful 

computers in our pockets and instant 

messaging rocketed to arguably the most 

important user communications use case.
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Off-the-record messaging.

● Presented by Nikita Borisov, Ian Goldberg 

and Eric A. Brewer in 2004.

● Plugin for then-popular IM clients (mainly 

Pidgin and Adium.)

● Opportunistic, platform-agnostic 

encryption.
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The OTR paper was titled “Off-the-Record 
Communication, or, Why Not To Use PGP”, 
giving a clear hint as to an impetus behind the 
project.
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Did you know?



Off-the-record messaging.

● Unlike PGP, OTR is a synchronous protocol: 

both parties must be online.

● Also unlike PGP, compromising OTR long-

term signing/encryption keys did not lead to 

message decryption!

● A new targeted property: deniability.
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Off-the-record messaging.

● Unlike PGP, OTR is a synchronous protocol: 

both parties must be online.

● Also unlike PGP, compromising OTR long-

term signing/encryption keys did not lead to 

message decryption!

● Both parties contribute to “freshness” of 

upcoming keys.
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Off-the-record messaging.

● Unlike PGP, OTR is a synchronous protocol: 

both parties must be online.

● Also unlike PGP, compromising OTR long-

term signing/encryption keys did not lead to 

message decryption!

● Both parties contribute to “freshness” of 

upcoming keys.
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Key 
Agreement 
over gx,gy

Publish Encrypted 
Message, gx, Old 

MAC Keys

g++x



Test your knowledge!
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What is the correct term for the OTR security 

property we just discussed?

☐ A: Confidentiality.

☐ B: Integrity.

☐ C: Forward secrecy.



Test your knowledge!
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What is the correct term for the OTR security 

property we just discussed?

☐ A: Confidentiality.

☐ B: Integrity.

🗹 C: Forward secrecy.



Finite State Analysis of OTR (Bonneau et al)

● Version Rollback: Attacker can force 

obsolete OTR protocol version. Fix by 

integrating version number into AKE.

● Attack on Strong Deniability: Possible via 

strong network attacker.

● Authentication Failure: Mallory can convince 

Alice of a successful AKE with Bob, even if 

Bob has no idea what is going on.
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OTR: message integrity attack.
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Alice

• MAC key is (a3, b3)

• Publishes (a2, b2), new key material a4

Bob

• MAC key is (a4, b3)

• Publishes (a3, b2), new key material b4

Alice

• MAC key is (a4, b4)

• Publishes (a3, b3), new key material a5



OTR: message integrity attack.
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Alice

• MAC key is (a3, b3)

• Publishes (a2, b2), new key material a4

Bob

• MAC key is (a4, b3)

• Publishes (a3, b2), new key material b4

Alice

• MAC key is (a4, b4)

• Publishes (a3, b3), new key material a5



OTR: message integrity attack.
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Alice

• MAC key is (a3, b3)

• Publishes (a2, b2), new key material a4

Bob

• MAC key is (a4, b3)

• Publishes (a3, b2), new key material b4

Alice

• MAC key is (a4, b4)

• Publishes (a3, b3), new key material a5



Signal Protocol 
(2013)
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My usable security contribution in 2011.

● Cryptocat: my pet project (pun intended), 

First end-to-end encrypted secure 

messenger to work in any web browser!

● Sadly, many security flaws and 

programming errors…

● Re-release in 2016 as the first formally 

verified secure messenger! Now secure.

● Small user base due to no mobile apps.
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Cryptocat: bugs in 2011-2012.

● Weak private keys: Instead of generating 16 

bytes (0-255), Cryptocat generated 16 

bytes (0-10) by mistake.

● Nonce-reuse: AES-CTR encryption was used 

but with matching nonce counters on both 

sides.

● Biased PRNG: Generating values were not 

indistinguishable from random.
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Test your knowledge!
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Why is it a problem if Cryptocat generates private 

keys with each byte being in the range 0-10?



Test your knowledge!
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Why is it a problem if Cryptocat generates private 

keys with each byte being in the range 0-10?

Because the overall entropy of that private key 

would be 1016 = 253. Instead of 25516 = 2128.



Test your knowledge!
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Why is it a problem if AES-CTR reuses nonces? 

Isn’t AES a block cipher?



Test your knowledge!
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Why is it a problem if AES-CTR reuses nonces? 

Isn’t AES a block cipher?

Counter mode makes block 

ciphers work like stream 

ciphers. c1⊕c2 = m1⊕m2



Telegram “Secret Chats”: quick overview.

● Diffie-Hellman values sent dynamically.

● Naïve Diffie-Hellman used for 

authentication and encryption.

● No re-keying.
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Signal and usable security in messaging.

● Signal brought asynchronous, modern 
secure messaging to mobile devices.

○ Was based on OTR (synchronous, slower, 
less secure.)

○ Future secrecy, Trust on First Use…

○ Separates authentication from non-
repudiation.

● Licensed by WhatsApp, Google, etc.

● Today faces strong competition from Wire, 

iMessage.
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Signal Protocol: overview.

● Four-way Diffie-Hellman in AKE step.

● Complex key schedule for ratcheting 

between messages.

● Offers offline messaging (due to zero-

round-trip AKE.)

● Each party uploads 100 one-time 

ephemerals to the server, so Alice can send 

message without Bob being online.

● Re-keying like OTR, but each party uses its 

key immediately.
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Signal Protocol: Asynchronous AKE (X3DH.)

● Each party uploads 100 one-time 

ephemerals to the server, so Alice can send 

message without Bob being online.

● Re-keying like OTR, but each party uses its 

key immediately.
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Signal Protocol: messaging.

● Alice can now send her message (after 

performing an HKDF on the obtained AKE 

master secret.)

● Later, Bob can go online and do his share of 

the AKE to decrypt the message and 

establish the session.
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Signal Protocol: “double ratchet.”

● Every message has a new ephemeral value 

gx’
.

● New keys derived from old keys + gyx’ (new 

x, old y.)
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Signal Protocol: “double ratchet.”

● Every message has a new ephemeral value 

gx’
.

● New keys derived from old keys + gyx’ (new 

x, old y.)
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Signal Protocol: weaknesses found.

● Bob may have used Carol’s ephemerals 

(unknown key share attack).

● Attacker can exhaust B’s one-time keys, 

first message can be replayed.

● Key compromise impersonation: if I 

compromise Bob’s private keys, I can 

impersonate Alice to Bob.
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Controversies in WhatsApp implementation.

● Backups not encrypted.

● Vulnerable to man-in-the-middle by an attacker that 

controls GSM network!

○ I can deregister your device/phone number and register a 

new device.

○ WhatsApp will automatically re-encrypt previous 

messages sent to you and send them to the new device.

○ Not a backdoor, but still problematic. Can be mitigated by 

adding an “account PIN”.

○ GCHQ official stated on the record that this is an attack 

vector they would use for surveillance.
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Signal Protocol: group chat.

● Alice creates a Signal session with Bob, 

Carol, etc.

● Individually re-encrypts message to each 

session.

● Excellent analysis which finds many attacks 

on this and similar approaches: “More is 

Less: On the End-to-End Security of Group 

Chats in Signal, WhatsApp, and Threema.”

○ Available as part of your readings. 
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Encrypting voice calls: ZRTP/SRTP.

● ZRTP is sometimes used as the AKE step for 

an SRTP connection.

● Signal and WhatsApp don’t need to use 

ZRTP.

● SRTP sets up an encrypted, authenticated 

stream using a data format that is suitable 

for voice calls.
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Test your knowledge!
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Why do secure messengers like Signal and 

WhatsApp not need a ZRTP handshake?



Test your knowledge!
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Why do secure messengers like Signal and 

WhatsApp not need a ZRTP handshake?

Because they can simply send the SRTP shared 

secret across the existing Signal session.



Usability properties (Unger et al.)

● Automatic Key Initialization: No additional user effort is 

required to create a long-term key pair.

● Low Key Maintenance: Key maintenance encompasses 

recurring effort users have to invest into maintaining keys. 

Some systems require that users sign other keys or renew 

expired keys. Usable systems require no key maintenance 

tasks.

● Easy Key Discovery: When new contacts are added, no 

additional effort is needed to retrieve key material.

● Easy Key Recovery: When users lose long-term key material, it 

is easy to revoke old keys and initialize new keys (e.g., simply 

reinstalling the app or regenerating keys is sufficient).
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Usability properties (Unger et al.)

● In-band: No out-of-band channels are needed that require 

users to invest additional effort to establish.

● No Shared Secrets: Shared secrets require existing social 

relationships. This limits the usability of a system, as not all 

communication partners are able to devise shared secrets.

● Alert-less Key Renewal: If other participants renew their long-

term keys, a user can proceed without errors or warnings.

● Immediate Enrollment: When keys are (re-)initialized, other 

participants are able to verify and use them immediately.

● Inattentive User Resistant: Users do not need to carefully 

inspect information (e.g., key fingerprints) to achieve security.
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The Future 
(2017+)
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Message Layer Security.

● IETF standard, similar to TLS.

● Tries to standardize secure messaging while 

also providing a solution to scalability 

problems with group chats.

● Currently being specified with support from 

major tech players (Google, Facebook, 

Mozilla, etc.)
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Next time:
Attacking 

Cryptographic 
Systems.
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