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Introduction

Welcome!




Welcome to your new course!

Open discussions. Important notes.

e We can adopt a seminar style and focus e Don’t miss sessions. This is an intensive
more on practical work. course: demanding assignments, packed

e Feelfreeto ask questions any time. sessions, strict grading.

e You can do the readings before or after e Pioneers from all over the world will come
class. give you invited talks.

e Assignments are due on the day of, before

class.



About me.

e Originally studied philosophy, got into
applied cryptography as a passion.

e First project: Cryptocat (while in undergrad.)

e Movedto Parisin 2015 to pursue Ph.D. in
computer security and applied
cryptography. I specialize in designing and
formally verifying cryptographic protocols.

e Peer-reviewed publications, etc.

e Personal website: https://nadim.computer



https://crypto.cat/
https://nadim.computer/

Goals of this course.

e Understand the basic principles of: e Acquire important knowledge in:
o  Computer security. o Applied cryptography.
o Cryptographic constructions underlying o  Designing and breaking secure systems.

modern computer security.
o  Operating system security.

e Learn practical skills: o Network security.
o Design secure systems. o  Web security.
o Write secure code. o Security economics.

o Exploit insecure code.



Course layout.

e Parts: e Graded items:
o 1. Cryptography o  Class participation (10%)
o 2. Network Security o  Three problem sets (20%)
o 3. Software Security o Two practical assighments (20%)
o 4. Web Security o Midterm exam (25%)
o 5. Security and Society o  Final exam (25%)

e Keep the course website bookmarked:
https://computersecurity.paris



https://computersecurity.paris/

Course guidelines.

e Bringa laptop to every class but only open it e Absences must be justified with a
when asked. doctor’s note or similar.

e No smartphones during class. e “Leaving class to go to the bathroom or

e No eatingin class. yawning in class is considered rude in

e Academic integrity: there’s no need to France.” No problem in my class: please
cheat. My job is to help you learn and yawn and go to the bathroom all the time.
succeed. e Check your syllabus for the whole list of

guidelines.



Typifying
Attacks




“Cybersecurity, computer security or IT security
is the protection of computer systems from theft
of or damage to their hardware, software or
electronic data, as well as from disruption or
misdirection of the services they provide.”

— Wikipedia.
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“Security engineering is about building systems
to remain dependable in the face of malice, error,
or mischance. As a discipline, it focuses on the
tools, processes and methods needed to design,
implement and test complete systems, and to
adapt existing systems as their environment
evolves.”

— Ross Anderson.

CSCI-UA.9480: Introduction to Computer Security - Nadim Kobeissi

10



“Applied cryptography is the science and practice
of designing and implementing real-world
systems that derive their practical security
guarantees primarily from mathematically
‘hard’ foundations, and only miscellaneously
Jrom access control.”

— Me? I hope this is accurate.
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Today’s reality.

There’s a lot of buggy software out there... ...and bugs don’t sell for cheap.

T T A - 00 R
Top 50 Products By Total Number Of "Distinct" Vulnerabilities in 2017 - ZERODIUM Payouts for Desktops/Servers R
. LD N Windows RCE: Remote Code Execution LR
Go to year: 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 201: = macOS LPE: Local Privilege Escalation
Time Leaders N Linux/BSD | SBX: Sandbox Escape or Bypass
Any 0S VME:Virtual Machine Escape 3
Product Name Vendor Name Product Type Number of Vulnerabilities Upto Chrome
$500,000 RCE+LPE
1 Android Google 0s 842
2 Linux Kernel Linux 0s 453 = h
Upto MS Outlook
3 Iphone Os Apple 0s 387 $250,000 RCE
4 Imagemagick Imagemagick Application 357 -
5 Mac Os X Apple 0s 299 Upts
. . $200,000
6 Windows 10 Microsoft 0s 268
7 Windows Server 2016  Microsoft 0s 252 = =
8 Windows Server 2008  Microsoft o0s 243 sithoo0 neestpe | rcercee [ nobiive
9 Window rver 2012  Microsoft 0s 235
5004 hl ]
10 D ian Linux D 1an 0s m Up to Adubafl?F TZip Wmduw.?:
11 Windows 7 Micr ft o0s 229 $80,000 RCE+SBX RCE LPE/SBX
wn wn
12 Windows 8.1 Microsoft 0s 225 aaan s y 06 e ]
$50,000 LPE LPE
Liru| B30
2002 7mo N 7on Al
& 5 |
$10,000 LPE ICE RCE RCE
win L Linix
* All payouts are subject to change or cancellation without notice. All trademarks are the property of their respective owners. 2019/ @ zerodium.com
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Today’s reality.

There’s a lot of buggy software out there... ...and bugs don’t sell for cheap.

Top 50 Products By Total Number Of "Distinct” Vulnerabilities in 2017

Go to year: 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 201 ZERODIUM Payouts for Mobiles . A

Upto iPhone RIB
Time Leaders $2,000000 Zero Click
Product Name Vendor Name Product Type Number of Vulnerabilities RIB: Remote Jailbreak with Persistence - 05
RCE: Remote Code Execution mm Android e
1 Android Google 0s 842 LPE: Local Privilege Escalation . Any OS
Up to SBX: Sandbox Escape or Bypass iPhone RJB
2 Linux Kernel Linux 0s 453 $1500,000
3 Iphone Os Apple 0s 387

2001 2002 h] FEE
4 Imagemagick Imagemagick Application 357 Upto whatsapp Wl sMs/MMS iMessage
$1000,000 RCE+LPE RCE+LPE RCE+LPE

5 Mac Os X Apple 0s 299
10/ Androk
6 Windows 10 Microsoft 0s 268 2007 ~
Windows Server 2016 ~ Mi Uk forel (leoram) Satoei
7 Microsoft 05 252 $500,000 RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE
8 Windows Server 2008  Microsoft 0s 243 105 /Anaro

9 Window rver 2012  Microsoft 0s 235 2005 a00s
Up to Media Files Documents SBX Safari RCE
10 Debian Linux Debian 0s 230 $200,000 RCE+LPE RCE+LPE RCE+LPE for Safari w/o SBX

11 Windows 7 Microsoft 0s 229 S

2002 00
12 Windows 8.1 Microsoft 0s 225 Upto - Passcode [l TouchID
$100,000 via Mithd Disclosure Bypass Bypass

105 /Androld 105 /Androkl

* All payouts ara subject fo change or cancellation without notice. All trademarks sre the property of their respective owners. 2019/01 @ zerodium.com
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Can you think of any types of attacks?

On these platforms? Or on these?

ZERODIUM Payouts for Desktops/Servers’ =

Upto Win RCE
$1,000,000 Zero Click .
. Windows RCE: Remote Code Execution * o -
. macOS LPE: Local Privilege Escalation ZERODIUM PaYOUtS for MObIIes .
N Linux/BSD | SBX: Sandbox Escape or Bypass Up to iPhone RIB
Any OS VME:Virtual Machine Escape $2,000,000 Zero Click
Upto Chrome
$500,000 RCE+LPE RIB: Remote lailbreak with Persistence . 05 =
RCE: Remote Code Execution W Android
- LPE: Local Privilege Escalation . Any OS
Upto SBX: Sandbox Escape or Bypass iPhone RJB
Upto M Outlook X o $1500,000
$250,000 RCE AC|
2001 2002
Upto Upto WhatsApp SMS/MMS
$200,000 $1,000,000 RCE+LPE RCE+LPE
10/ Androk
a0m A
Upto Saft Edge Firefox /Ex 7 ;
$100,000 RCE+LPE RCE+LPE RCE+LPE RC RCE Upto ignal Safari
$500,000 RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE
Mo v
105 fANdrold) 1OS FANTOd| 105 JARdrok! 105
Upto Adobe POF Windows = : E N F N
480,000 RCE+SBX LPE/SBX a
* i Up to Baseband Documents SBX Safari RCE
Wi $200,000 RCE+LPE Kemnel /Root RCE+LPE RCE+LPE for Safari wio Sl
10 FAndrald| 10 JAndrakd
Upto vius WinZip
$50000 RC 700 h]
Upto ignii Information
$100,000 B via Mith Disclosure
Upto 108 /Andrald 105 JAndroki
$10,000 * All payouts are subject to change or cancallation without notice. All trademarks are the property of their respective owners. 2019/01 ©zerodium.com
* All payouts are subject to change or cancellation without notice. Al trademarks are the property of their respective owners. 2018/01 © Zerodium.com
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Example: WannaCry Ransomware

Ooops, your files have been encrypted! N

‘What Happened to My Computer?
Your important files are encrypted
Many of your documents, photos, wideos, databases and other files are no longer accessible
because they have been encrypted. Maybe you are busy looking for a way to recover your
files, but do not waste your time. Nobody can recover your files without our decryption
service
Payment will be raised on B Can 1 Recover My Files?
Sure, We guarantee that you can recover all your files safely and easily. But you have not so
enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.

j ‘We will have free events for users who are so poor that they couldn't pay i 6 months.
Your files will be lost on

5/15/2017 16:50:06

elllow Do I Pay?

; ent 15 accepted in Bitcon only. For more information, click <About bitcoin>.
ase check the current price of Bitcoin and buy some bitcoins. For more information, click
How to buy bitcotns>.
pnd send the correct amount to the address specified in this window.
After your payment, click <Ch - — .Iili"' ili"iii.'l ‘00am GMT
Lo mann W s ] mve b Tl

¢

5/19/2017 16:50:06

Time Left

Send $300 worth of bitcoin to this address:

115p7UMMngoj1pMvkpHijcRAfFJNXj6LrLn a

__l—

PTEN o

Lontact Us Check Payment
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Threat Modeling

The bird’s eye view.




Kerckhoff’s principle.

Originated in cryptography... ...but can be generalized to security systems.
e The security of a cipher should rely only on e Assume the attacker knows the system.
the secrecy of the key and not on the e However, the attacker doesn’t have:

secrecy of the cipher.
_ _ o Access control.
e This came about in 1883, back when
military encryption machines could be o Authentication.

stolen by the enemy, leading to decryption.
o Ability to modify the system, etc.
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Threat model for a bank.

Threats to consider for a bank.

e Inside threat: Main threat to bank
bookkeeping is petty theft by bankers (1%

get fired each year for this.)

e Qutside threat: ATM machines. How to

handle authentication? Prevent tampering?

Secure communications?

18



Threat model for a bank.

Some more threats to consider.

e Online banking: Users could be susceptible
to trickery (phishing) or could have their
account hijacked by exploiting bugs in the
bank’s web applications or in their browser
(XSS.)

e High-value messaging systems: Internal
communications, regularizing balances
between branches, etc.
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Threat model for a bank.

Let’s talk about “security theater.”

e What is the value of having giant stone walls
or solid marble tables?
e Whole books have been written about

“security theater” (Bruce Schneier most

notably).
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g Did you know?

ATMs were the first large-scale commercial
deployment of cryptography and helped
establish a number of standards.
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Threat model for a military base.

Threats to consider for a military base.

e Prevent enemies from jamming your radars
while jamming theirs.
e Denial of service prevention takes a higher

priority.
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Test your knowledge!

What is the better way to protect nuclear weapons
from unauthorized access?

O A:Storethem in a secret location.
O B: Require multiple authentication methods spread across multiple people.

O C: Dismantle the weapons, thereby removing the need to protect them.
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Test your knowledge!

What is the better way to protect nuclear weapons
from unauthorized access?

O A:Store them in a secret location.
M B: Require multiple authentication methods spread across multiple people.

O C: Dismantle the weapons, thereby removing the need to protect them.
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Threat model for a military base.

Why not A?
e Kerckhoff’s principle.

e Single point of compromise.

Why not C?

e The security engineer rarely decides the

requirements.
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Threat model for a home.

Let’s try to come up with one.

e What are the risks?

e Who are the adversaries?

e What are the systems?

e What are the points of failure?

e What are the failure scenarios and their

impact?

Now that you have your threat model, you
can reason about the systems you must
design and implement.
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Defining
Security
Systems

An overview to get you started.




Now that you have your threat model, you (000 o

can reason about the systems you must

design and implement.

e But what are systems?

Cryptographic protocols: TLS.

Operating system: Linux.

Application: WhatsApp.
Embedded hardware: iPod.
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“Alice and Bob?”

In protocols, we reason about:

Principals: Alice, Bob.

Security goals: confidentiality, authenticity,
forward secrecy...

Use cases and constraints.

Attacker model.

Threat model.
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“Application Security.”

In applications and many user-facing ®
systems, we reason about: .y
e Usercompromise: device compromise,

impersonation, phishing... [ 4

e Server compromise: leaks, database
hacks...

e Usability and security.
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Application
@ Protocol
Primitive
00 10
Operating

System
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JEN Operating
System
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Each layer is exposed to different attacks.

e Systems layer: e Protocol layer:
o Access control violations. o Implementation errors.
o  Privilege escalation. o Design errors.
o Memory corruption. o Outdated specifications.

o Active attacks.
e Primitives layer:

o Side channels. e Application layer:
o Cryptographic breaks. o Usererror or manipulation.
o Implementation errors. o Bugs in the code.

33



End of introductory session.

I hope you now have a clear picture of what

our class is about:

e Introducing fundamental computer security
concepts.

e Introduce security engineering and analyze
it from an attacker’s perspective.

e Design and break real-world systems.

e Understanding security’s role in society and

ethics’ role in security.
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Next time:
Cryptography

The building blocks of modern
security systems.




